1. Introduction to Web Tracking Technology
a. HTTP/HTML Basics
i. Network traffic
ii. Headers, Metadata and Payload
iii. HTML
iv. Page Loading Lifecycle
v. JavaScript
vi. Dynamic pages/AJAX (Asynchronous JavaScript and XML)
vii. Events/Triggers in the DOM
viii. Client side versus Server Side Processing
b. Frequently Used Terms
i. Beacons/Tags
1. JavaScript
2. Pixels
3. iFrames
4. Tag Managers
ii. Storage
1. Cookies (Name Value Pairs)
a. 1st Party Cookies
b. 3rd Party Cookies
c. Vendor 1st Party 
2. Local Storage
iii. Browser Fingerprinting 
iv. Live Chat/Chat bots
v. Digital transcription services 
c. Complex interplay between parties and technologies leads to potential legal causes of actions
2. Legal Causes of Action
a. Deceptive Practices
b. Unfair Practices
c. Selling (i.e. Sharing) of Data 
d. Interception 
e. Aiding and Abetting Interception
f. Negligence
g. Breach of Fiduciary Duty
3. Laws and Regulations
a. Federal Laws
i. Children’s Online Privacy Protection Act (COPPA)
ii. Health Insurance Portability and Accountability Act (HIPAA)
iii. Video Privacy Protection Act (VPPA)
iv. Federal Wiretap Act of 1968/Electronica Communications Privacy Act (ECPA) 
v. Federal Trade Commission Act
b. State Laws (not comprehensive) 
i. Common Law Torts
1. Intrusion upon seclusion
2. Public disclosure of private facts
3. Negligence in failure to safeguard information (such as PHI)
4. Breach of fiduciary duty
ii. California
1. California Invasion of Privacy Act (CIPA) – Interception/Aiding and Abetting
2. California Privacy Protection Act (CPPA) – Sharing/Selling
3. Unfair Practices Act – Unfair/Deceptive Practices
iii. Colorado
1. Colorado Privacy Act (CPA) – Sharing/Selling
2. Colorado Unfair Practices Act – Unfair/Deceptive Practices
iv. Connecticut
1. Connecticut Data Privacy Act
2. Unfair and Prohibited Practices Act– Unfair/Deceptive Practices
v. Washington 
1. My Data My Health – Selling/Sharing
2. Unfair Business Practices Act– Unfair/Deceptive Practices
vi. Texas 
1. Texas Data Privacy and Security Act – Selling/Sharing
2. Deceptive Trade Practices Act– Unfair/Deceptive Practices
vii. Florida
1. Florida Security in Communications Act (F.S. 934)
2. Florida 934.31 trap and trace /pen register
3. Deceptive and Unfair Trade Practices Act– Unfair/Deceptive Practices
4. Common law invasion of privacy (mostly dismissed)
viii. Illinois
1. Biometric Information Privacy Act (BIPA)
c. European Union (sidebar)
i. General Data Protection Regulation 
ii. E-Privacy
4. Enforcement
a. Private Right of Action
b. State Attorneys General
c. Federal Trade Commission (FTC)
d. Department of Health and Human Services (HHS)
5. Defenses
a. Consent
i. Privacy notice
ii. Web based Consent	
1. Cookie consent banners
2. Consent to store versus consent for use
3. GPC – Global Privacy Control
b. Technical 
i. Party to the communication
ii. Not an interception/separate communications
c. Limiting vendors to processing on behalf of company (ie. Hired to do something) 
d. Legal Defenses 
i. Standing
ii. Failure to state a claim
iii. Personal Jurisdiction 
iv. Arbitration (in contract/terms of use)
6. Technical Mitigations
a. Audits 
b. Remediation of issues
i. Legacy tag
ii. Misconfigured tag manager
iii. Misconfigured consent manager
iv. Timing
v. Incompatible technology 
vi. Improperly worded consent language
vii. Improperly worded privacy notices
viii. Vendor contracts
ix. 4th and 5th parties
c. Ongoing monitoring
d. Tag management

